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Parents guide for Online safety
What is online safety?
It means protecting children from 3 main areas of risk:

· 1. Content: being exposed to illegal, inappropriate or harmful material online (e.g. pornography, fake news, racist or offensive views, radical or extremist views, underage apps or gaming)

· 2. Contact: being the victim of harmful interactions online, whether between children or by adults (e.g. bullying, grooming, aggressive advertising, pressure to spend money) 

· 3. Conduct: behaving in a way online that causes harm or increases the likelihood of it (e.g. bullying others, making, sending or receiving explicit images, sexually harassing others)
A positive safeguarding culture towards online safety
· Talk to  your children about the importance of:

· Knowing the minimum ages of apps and social media

· Making sure their social media accounts aren’t public, wherever possible
· Only accepting friend requests from people they know and trust in real life

· Telling an adult if anything online makes them feel upset or uncomfortable
· Knowing how they can report an inappropriate message or other content within an app/social media site, and how to block people (where possible)
· Challenge any conversations you overhear about:

· Using apps or sites that sound inappropriate for a child’s age or maturity

· Bullying or unkindness taking place online

· Talking to people online who are strangers, or being contacted by someone they don’t know
· Posting or sending photos or videos of themselves or others online
· We respond to cyber-bullying (also known as online bullying) as you would to any other bullying- read our bullying policy
· Make sure you have appropriate monitoring and filtering mechanisms in place to protect children from exposure to inappropriate or harmful material online while using your systems
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Apps to look and listen out for, and why
· Social media and messaging apps/sites are a big (and often positive) part of children’s lives, but they pose safeguarding risks too
· You need to be aware of the existing and emerging apps to look out for, and understand the main risks associated with them
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WhatsApp 


Age 16+





Risks to children:





Bullying, e.g. directly in a group chat, or by being excluded from a group)


Sexting, as they can share explicit photos


Grooming, if they share their ‘live’ location


Using it below the minimum age








Instagram 


Age 13+





Risks to children:





Inappropriate contact from strangers, who can see and comment on their photos and videos if their account is set to ‘public’


Exposure to upsetting or harmful material, such as images relating to eating disorders, self-harm and suicide


Bullying, through fake accounts and unkind comments on posts


Feeling pressure to ‘look’ a certain way – it’s an image-centred app








Snapchat 


Age 13+





Risks to children:





Grooming, as the app will share their location unless they use ‘ghost mode’, and strangers can send them messages/requests


Image-sharing without their consent, as other people can save screenshots of images they post before they ‘disappear’


Sexting, via requests for sexual images from people they don’t know


Bullying, through photos being posted with unkind comments











TikTok


Age 13+





Risks to children:





Seeing explicit or inappropriate videos, such as pornography and upsetting/harmful content; hearing age-inappropriate lyrics


Strangers seeing videos they have shared, if their account is set to ‘public’; and anyone can see their profile information


Strangers asking to ‘trade’ explicit images/videos 


Feeling pressured to record inappropriate or explicit videos to gain more followers
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